“With Websense Data
Security Suite, we’re

able to monitor and
filter all inbound and
outbound network
traffic, ensuring

that our company,
our members

and our information
are protected.”

Glen Chrzas
Vice President of Technology
Altura Credit Union

Websense Data Security Suite is
the leading solution for preventing
data loss—external and internal,
accidental and malicious.
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Protecting customer and other confidential data from malicious and accidental
leaks is one of the top business and IT security challenges facing organisations
today. Compounding this problem, CIOs and CSOs must protect their data amid
pressure from regulatory and corporate compliance requirements, customer and
competitive pressures and the rising cost and publicity of data leaks. Websense®
Data Security Suite is the leading solution for preventing data loss—external and
internal, accidental and malicious.

Websense Data Security Suite discovers where data is located in a network,
monitors who is using the data and how they are using it, and helps protect the
data—securing business processes, managing risk and assisting with compliance.

How it works located in eleven locations worldwide. R
Websense Hosted Web Security acts as All Websense datacenters have been
a Web proxy hosted off your network. certified to ISO27001 standards to
You can enable the proxy through a provide the highest degree of global
chained connection to your existing and localised security, privacy and
proxies, or by automatically directing confidentiality. Websense SLAs guarantee
users’ browsers to the Websense service.  uptime and provide competitive spooling
Websense datacenters are load-balanced, and disaster recovery provisions as
redundant, highly available clusters standard elements of the service.

J

Websense Data Security Suite is the only data loss prevention (DLP)

solution that provides content, context and destination awareness, allowing
administrators to manage who can send what information, where and how.
Using agent-less discovery tools and patent pending PreciseiD™ fingerprinting
technology, Websense Data Security Suite automatically discovers hosts
inside the network—including servers and endpoints—and the data stored on
them, and allows administrators to create and implement content enforcement
policies. Websense Data Security Suite goes beyond simple keyword and
pattern matching solutions; it provides Deep Content Control™ to discover,
monitor and protect confidential information, including personally identifiable
information (Pii), regulatory data and intellectual property (iP), regardless of the
file type or format.

Discover

Websense Data Security Suite discovers data stored throughout the network:
in data repositories, file shares and whether on servers or endpoints. Armed
with the knowledge of where data is, organisations can identify broken
business processes, create efficient workflows and establish policies to protect
confidential data.

PreciseiD, included with Websense Data Security Suite, is a third-generation
data fingerprinting technology that goes far beyond simple keyword, pattern
matching and regular expression engines. PreciseiD fingerprints both structured
and unstructured data regardless of file type or format. Websense Data

Security Suite creates multiple fingerprints per file via a one-way mathematical
representation, analysing the content within the document so that it can monitor
and protect the data no matter how it has been manipulated.



Summary

The Internet is an invaluable
business tool, however
unmanaged access can have
undesirable consequences,
including unproductive
employee work habits,
unnecessary bandwidth
consumption, and inadvertent or
malicious infection of desktops.
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Protect

Websense Data Security Suite is the only solution with native enforcement for
in-line protection of SMTP and HTTP traffic. it provides the tools to protect
data in line with existing business processes. Policies can be set to enforce data
security controls automatically. This means that Websense Data Security Suite
can automatically request encryption from data users; require that information
owners authorise the use of their data; or require the IT manager to review
requests. Using Websense Deep Content Control technology, administrators
achieve greater enforcement accuracy, spend less time evaluating false positives
and negatives, and gain more granular policy management capabilities. They
are able to administer controls by user, content, destination and communication
channel to enforce regulatory and corporate governance policies.

Websense has the only DLP solution that provides decision-ready destination
awareness and control. Websense Data Security Suite integrates with Web
intelligence solutions to set policies for the content destination. For example,
an administrator can block all communication of confidential information to

a spyware site, chat board and/or Web mail site with a single click of a pre-
defined category, but still allow users to access the same site for legitimate
purposes. The administrator can also create custom black lists, white lists and
designate destination policies by specific users and/or information. Websense
Data Security Suite gives organisations a proactive data protection solution with
easy-to-use, flexible configuration options that align data security needs with
relevant business requirements.

For a free evaluation of all Websense products or to view our online
demos, visit www.websense.com/evaluations
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