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Upgrading to Real -Time Web Security

The most common gateway Web security product today is URL filtering,
deployed in up to 95% of enterprise networks. URL filtering products
were originally designed to increase employee productivity and limit legal
liabilities by enforcing acceptable use policies for the Web. As Web
malware such as spyware grew to become a major enterprise security
issue, URL filtering products were repositioned from Web productivity to
Web security. Products often claim comprehensive protection from Web
malware through their sizable URL databases and regular updates from
their Web mining and analysis.

How effective is URL filtering as a Web security solution?

The Internet is Big

URL filtering is only as effective as its database of categorized Web sites.
But even the largest URL database only categorizes 18% of all Web sites in
existence. This means that over 80% of the Web is uncategorized by URL
filters.
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URL filtering cannot protect against what it does not know, which is most of
the Web. This security gap is unlikely to change in the foreseeable future, as
the growth rate of leading URL databases continues to lag the growth rate of
the Web.

URL Database Growth Lags Web
Site Growth

In addition, while some Web sites
may be categorized, all Web
pages within a given Web site may
not be individually analyzed for
malware. This kind of URL analysis
is prohibitively labor-intensive. There
are over 30 billion Web pages that
would need to be crawled several
times each day to ensure that a
given URL database is up-to-date.
This translates into the impossible
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Sources: Netcraft and a leading URL filtering vendor, June 2007 and June 2006.

Web pages per second.

Why Upgrade from URL
Filtering?

® Over 80% of existing Web sites
are uncategorized by URL
databases

Crawling the Internet’s 30+
billion Web pages several times
each day is impossible

URL filtering is a static
and reactive Web security
technology

Even traditional signature-based
anti-malware scanning at the
Web gateway is more effective
at stopping Web malware than
URL filtering

Real-time Web malware
scanning for known and
unknown threats plugs a large
security gap in URL filtering

"URL filtering suffers a
fundamental flaw to be an
effective security filter: It does
not monitor threats in real
time.”

“We wanted a solution that
would not only guard against
Web-borne threats, but also
allow our members free rein
on where they surf. ScanSafe
came on-board and within
two days we had a solution
that is simple to manage and
maintain.”
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A Static and Reactive Approach

Besides the large size of the Internet,  relying on URL lists that include Web

another challenge to URL filtering sites already known to host malware.
is that it is a static, reactive security Web malware therefore can evade
approach. According to Gartner, URL databases by appearing on
“URL filtering suffers a fundamental short-lived Web pages which are
flaw to be an effective security filter: never detected or on the Web pages
[t does not monitor threats in real of trusted Web sites.

time.”” This approach is reactionary,
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Web threats; improves productivity and
compliance; saves on traditional costs
URL Filtering and Real-Time Web Malware Scanning associated with hardware, management,
and downtime; and frees IT resources to
focus on core organizational missions.
ScanSafe is based in Silicon Valley and
London, and operates globally.
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beyond URL filtering to include real-
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